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Abstract

Defending U.S. National Critical Infrastructure and Key Resources (CIKR) and the Global
Information Grid (GIG) against a cyber attack has taken the forefront in national level
discussions. The U.S. homeland’s assumed sanctuary against cyber disruption and cyber attack
is often little more than an afterthought to defense planners. However, recent state and non-state
adversarial threats have proved their strength and efficacy in the cyber domain by disrupting
supply chains, attacking banking systems, seizing intellectual property, and compromising the
software used to operate aspects of the CIKR. As a result, the Department of Defense (DoD) is
challenged to provide support to other U.S. government agencies and key operators within the
private sector to detect, deter, prevent, and thwart exploitation of CIKR and the GIG. U.S. Cyber
Command (USCYBERCOM), a subordinate unified command of U.S. Strategic Command, is
responsible for defending DoD information systems and networks. USCYBERCOM is also
tasked to conduct Cyber Defense Support of Civil Authorities (DSCA), when directed by the
President or Secretary of Defense. This paper discusses how USCYBERCOM’s capabilities
have synchronized and effectively arrayed resources into a functional interagency effort to
improve cyber security for the nation. It identifies the complex challenges of conducting Cyber-
DSCA in an interagency environment and the statutory authorities governing DoD operational
elements. Furthermore, USCYBERCOM'’s formal establishment of a Standing Joint Task Force
provides a structure for conducting these complex Cyber-DSCA operations.
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Introduction

“The cyber threat to critical infrastructure continues to grow and represents one of the
most serious national security challenges we must confront. The national and economic
security of the United States depends on the reliable functioning of the Nation’s critical
infrastructure in the face of such threats.” -Executive Order, February 2013"

The Executive Order shown above highlights a national security challenge that has been
acknowledged by cyber security professional since the early 1980°s. In 1983, the American
public became more aware of the emerging world of computer hacking with the release of the
movie WarGames, which portrayed a high school student who was able to hack into a computer
system that controls nuclear weapons at the North American Aerospace Defense Command.? In
the same timeframe, the actual intrusion of government computer systems, most notably the Los
Alamos National Laboratory in 1983, prompted calls for congressional hearings to examine
cyber threats to U.S. Government computer systems,® ultimately resulting in legislation such as
the Computer Security Act of 1987. This act declared that “improving on the security and
privacy of sensitive information in Federal computer systems is in the public’s interest.”® Later
legislation including the Homeland Security Act of 2002° and the National Defense
Authorization Act (NDAA) of 2012° have made progress to make U.S. National Critical
Infrastructure and Key Resources (CIKR) and the Global Information Grid (GIG) more secure
from cyber attack and exploitation.

Homeland Security Presidential Directive (HSPD)-7 broadly describes that “CIKR
provide the essential services that underpin American society, whose exploitation or destruction
could cause catastrophic health effects or mass casualties, or profoundly affect our national
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prestige and morale.”” Additionally, HSPD-7 assigns the Department of Homeland Security

(DHS) as lead agency for CIKR protection,? further breaks down CIKR into 18 sectors, and



assigns Sector Specific Agencies (SSA) to implement the National Infrastructure Protection Plan
(NIPP).® Building on the requirements of HSPD-7, the DHS, in coordination with the DoD,
published the NIPP, which assigned the DoD as the SSA charged with leading the effort to
improve risk management of CIKR within the Defense Industrial Base (DIB).'° Located within
the DIB are 10 sectors, including the GIG sector, which is described as:

The globally interconnected, end-to-end set of information capabilities,

associated processes, and personnel for collecting...and managing on

demand to warfighters, policy makers, and support personnel. It [GIG]

includes all owned and leased communications (commercial

telecommunications infrastructure) and computing systems and services,

software, data, security services, and other associated services necessary

to achieve information superiority.*

Though the Homeland Security Act and NDAA have acted to increase cybersecurity,
tomes of academic studies, along with congressional hearings, have uncovered a greater need for
better synchronization of government agencies to apply a whole-of-government interagency
approach to the challenge of defending the U.S. from a crippling cyber attack on CIKR and
maintaining control of the GIG while conducting military operations in support of national
objectives. U.S. military leaders, although not responsible for regulatory reform, are responsible
for planning, developing, and resourcing capabilities for timely execution of cyberspace
operations conducted in an interagency environment. The operational commander and the
security of the U.S. are negatively impacted in the absence of legislation that provides firm
performance standards to the private sector to defend CIKR and the GIG against cyber threats.
U.S. Congress has conveyed concern that the lack of cyber security performance standards on
American industry is similar to airlines operating without implementing the highest standards of

safety and reliability.*> Without regulations that establish a vigorous maintenance program for

an airline, one could conclude a plane may crash from something that could have easily been



prevented. A comparison can be drawn between the aforementioned example given by the U.S.
Congress and a cyber attack on industry that results in the failure of an electrical grid that could
have been mitigated by more effective regulatory control of cybersecurity standards.

The Department of Defense’s (DoD) participation within an interagency effort to develop
partnerships with American industry is paramount to the cyber defense of the nation. Joint
Publication (JP) 3-28, Civil Support, describes DoD as the supporting agency, providing Civil
Support (CS) as directed by the President or Secretary of Defense (SecDef).** CS, otherwise
known as Defense Support of Civil Authorities (DSCA), is defined by JP 1-02 as:

Support provided by US Federal military forces...in response to requests
for assistance from civil authorities for domestic emergencies, law

enforcement support, and other domestic activities, or from qualifying
entities for special events.**

Cyber-DSCA has the strongest application to the continental U.S., but can encompass worldwide
operational activities. JP 3-27, Homeland Defense, describes the integration of DoD into this
domestic framework with its capability to provide a “global active, layered defense-in-depth of
the homeland.”™ This defense strategy best complements the synchronization of the whole-of-
government approach to achieve an effect against an adversarial threat. DoD is not a domestic
Law Enforcement (LE) agency, which conducts an investigation to pursue the prosecution of
nefarious subjects conducting cyber attacks against the U.S. Instead, the DoD employs this
active, layered defense-in-depth to CIKR and the GIG and seeks to create an immediate
operational effect, utilizing various methods to change the behavior of those nefarious state or
non-state leaders, networks, and machine consoles.

The interagency cooperative effort, coupled with the statutory authorities governing DoD
operational elements, poses challenges to the process of synchronizing Cyber-DSCA operations

and protection of the GIG. The DoD is responsible for the protection of the GIG, as General



Keith Alexander, USA, commander, U.S. Cyber Command (USCYBERCOM), has asserted that
his “first duty is to ensure that DoD networks are secure since securing these networks is crucial
to protecting our data, to our warfighting potential, and ultimately to the defense of the nation.”*°
These networks communicate critical information to the warfighting functions and components,
and are crucial to the U.S. military’s ability to develop forces, synchronize operational level
logistic support to named operations, and execute full spectrum military operations through all
operational phases. Challenges arise in defending these system networks because most are
owned and operated by private sector entities and are not under DoD operational control. Given
this, DoD is challenged with what it can or should be providing to other U.S. government
agencies and key operators within the private sector to detect, deter, prevent, and thwart
exploitation of U.S. CIKR and the GIG. USCYBERCOM brings immense capabilities to this
collaborative effort and is facing a critical time to array and precisely employ forces to obtain
control of the cyber domain, and to fight and win against all adversaries in a future cyber
conflict. To address this challenge, these capabilities should carefully be mission managed to
support interagency partners in the protection of CIKR, where unity of effort is the best strategy
to precisely employ forces. Furthermore, USCYBERCOM’s formal establishment of a Standing
Joint Task Force-Cyber (SJTF-Cyber) in support of Cyber-DSCA and the “integration of

National Guard (NG) and Reserve component forces™"’

will further balance the resourcing of
these complex Cyber-DSCA operations.

Perspectives on Governing the Cyber Domain

The U.S. and many other state actors, such as Russia and China, are diametrically
opposed in the methods of approaching the governance and defense of the cyber domain. The
majority of U.S. critical infrastructure assets, Internet Service Providers, and telecommunications

companies are privately owned and operated, and are consulted by the U.S. government to



coordinate improvements to the cyber security of critical infrastructure.'® The U.S.
government’s policy on cyberspace results in creating the conditions where the private sector, as
the end user, has the most influence to affect commerce and exercise free trade. The principle of
this policy perspective is best presented in the U.S. International Strategy for Cyberspace where
a collaborative world is described:
The U.S. will work to promote an open, interoperable, secure, and reliable
information and communications infrastructure that supports international

trade and commerce, strengthens international security, and fosters free
expression and innovation.™®

In contrast to the collaborative environment of U.S. cyberspace, China and many other
nations, remain unalterably opposed to the U.S. policy of promoting a systems infrastructure that
has limited regulation and oversight. The well-known Chinese Internet firewall, along with
heavy regulations of industry, allows the Chinese government to restrict Internet freedoms to its
vast population. Unlike the U.S. government’s policy of leveraging partnerships with industry to
protect infrastructure, the systems infrastructure in China is, for the most part, a state controlled
enterprise.

The opposing perspectives of governance of the cyber domain were recently highlighted
during the World Conference on International Telecommunications 2012 (WCIT-12). WCIT-12
is chaired by the Internet Telecommunications Union, which serves as the United Nations
specialized agency for information and communications technology.” Min Jiang, a professor at
University of North Carolina, suggests that WCIT-12 “openly highlighted the conflict dubbed
the “digital cold war” between the U.S. “Internet freedom” agenda and the Sino-Russian vision
of “Internet Sovereignty” which favors the authority of a highly restrictive nation.”?* During
WCIT-12, a majority bloc of the nations in attendance, including China, Russia, and Iran, voted

in favor of a resolution to allow governments new powers to heavily restrict Internet services.?



Cyber Threat to CIKR and the GIG

The domain of cyber warfare presents the most complex of challenges for the
operational commander conducting operations in support of Cyber-DSCA or defense of the GIG.
Without a restriction on operational space, an adversarial threat redefines, if not completely
renders obsolete, the traditional positional advantages of operating from interior versus exterior
lines of operations. Military theorist, Milan Vego, argues that cyberspace “blurs the boundaries
of the theater, which increasingly becomes further complex and non-linear.”*® Vego further
suggests that the operational factor of time is actively exploited by the threats, which are not
constrained by international law,?* to attack the decentralized systems of the U.S. CIKR or insert
attack code into the GIG to prevent communications to the war fighter. Unlike other domains,
there are no “down days” in conducting cyberspace operations as it can be argued that the cyber
domain experiences no peacetime and cyber control is contested at all times. Additionally,
cyberspace disruptions come at a minimal cost to an adversary resourcing operational activities.
The Quadrennial Homeland Security Review Report describes the threat:

Sophisticated cyber criminals and nation-states...now pose great cost and
risk both to our economy and national security. They exploit
vulnerabilities in cyberspace to steal money and information, and to
destroy, or threaten the delivery of critical services.?

The need to protect critical services was recently highlighted when NSS Labs,
Incorporated, published a report in 2011 identifying vulnerabilities within information control
systems and Supervisory Control and Data Acquisition (SCADA) system applications created by
the Beijing-based Sunway Force Control Technology Company.?® The National
Communications System identifies SCADA systems as applications that are used to monitor and

control plants and equipment in a multitude of industries such as “telecommunications and

energy, water and waste control, energy, oil and gas refining, and transportation.”?’ Following



this report, the DHS issued an advisory explaining that these vulnerabilities could allow an
attacker to perform a remote denial-of-service attack against the Sunway SCADA applications.?®
Although these vulnerabilities were evaluated and subsequently remedied, it is important to note
that a number of U.S. companies, along with U.S. Allied countries, operate using SCADA
applications developed by Chinese companies.® A denial-of-service attack on the SCADA
system of a U.S. utility such as the electrical grid could have a disastrous effect if timed correctly
during unsound environmental conditions or focused at critical locations.

The U.S. economy greatly depends on the operation of critical infrastructure and the
uninhibited flow of information to facilitate commerce. This open commerce ultimately leads to
American prosperity. Naval strategist, Geoffrey Till, describes how shipping is part of a
“complex inter-modal goods distribution system involving ports, railways, and roads in which
the essential unit is increasingly the container being transported by a variety of means.”® Till
goes on to describe an adversarial threat launching a cyber attack against the computerized
logistics system of a shipping company, rather than seeking to threaten an individual container
ship’s port passage.”’ The analyses of these observations indicate that future adversaries,
conducting cyberspace operations, may be able to achieve operational objectives by contesting
sea control via the cyber domain and by obtaining temporary cyber control in the operational
area. As a result, commanders must now encourage operational planners to allocate a substantial
amount of time to analyzing the effect of the cyber environment on operational activities.

Vulnerabilities have also been identified in the GIG, which is already under cyber attack.
Deputy Secretary of Defense William Lynn stated, “ Our defense networks are probed thousands
of times each day; they are scanned millions of times each day, and the frequency and the
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sophistication of those attacks are increasing exponentially.”” This “probing” of networks



allows the adversarial threat a clear view into how DoD connects weapon platforms to their
associated networks, or worse, how to disable that platform’s network to shape the battlefield
prior to conducting operational activities. In a recent step backwards on securing the GIG, the
Pentagon, who has limited satellite bandwidth, recently announced its leasing of additional
bandwidth on a Chinese, state-controlled satellite.** Noah Schactman from Wired suggests this
relationship is dangerous, giving the Chinese insight into U.S. encryption capabilities and
delivering to them the ability to deny access to the U.S. military’s communication
infrastructure.®

State and non-state adversarial threats are difficult to detect, and actors may use non-
attributable means to project a protective guise to conceal cyberspace operational activities. The
threat may use cheap, yet sophisticated, anonymizer software® to create a defense layer between
themselves and the targeted CIKR asset or the GIG. Cyber adversaries target a multitude of
American companies and just about every facet of American commerce and infrastructure.”®
The adversarial threat most notably proves its mettle by not only employing denial-of-service
attacks, but by conducting a persistent cyber espionage campaign. China’s Peoples Liberation
Army, Unit 61398, has been exclusively branded as the primary unit targeting the U.S.,
aggressively collecting on economic and military related-intelligence.”” Unit 61398, as reported
in a recent due diligence study conducted by Mandiant, is responsible for the data theft of
hundreds of terabytes of information ranging from satellites and telecommunications to the U.S.

financial sector.*®

Federal Agencies Responsible for Cyber Defense

General Alexander asserted, “We [DoD] do play a vital role in all of this, and in

protecting DoD networks, supporting our combatant commanders, and defending the nation from



cyber attack, but we can’t do it all. No agency here can do it all, as we have to have government
and industry working together as a team.”* Cyber homeland security is fundamentally an
interagency effort and the interagency team is the fulcrum for the DoD’s capability to provide
forces to Cyber-DSCA. DoD serves as the federal department with lead responsibility for
Homeland Defense (HD), and provides Cyber-DSCA in support of the DHS, who is designated
as the lead agency for Homeland Security.*® Nevertheless, immense challenges with
coordination and information sharing arise when responding to attacks in a man-made domain,
which digitally converges with all other domains of war fighting. The overarching construct of
the cyber domain affects the private sector, all federal agencies, and every state and local
government. Solving the challenges of protecting the U.S. homeland begins with bringing all of
the aforementioned groups together in a collaborative information-sharing environment to
protect the nation against cyber threats. The DHS is responsible for guiding this collaborative
environment in what is known as the Cyber Unified Coordination Group (UCG) consisting of
representatives from commercial industry, state and local governments, and various federal
agencies.*!

The ubiquitous character of cyberspace forces the DoD and other federal agencies to
adapt to the realities of interagency coordination. If one was to look at the historical evolution of
cyber interagency coordination on the scale of time it would reflect 1977 to 1988 as the dark
ages; 1988 to 1996 as the middle ages; 1996 to 2010 as the age of enlightenment; and 2010 to
present day as the modern era. DoD’s transition to this modern era began in 2010 with the
establishment of USCYBERCOM, a subordinate unified Command of U.S. Strategic Command
(USSTRATCOM), which became DoD’s focal point for conducting cyberspace operations.

Undoubtedly, the convergence of DoD’s existing cyber capabilities under USCYBERCOM



indicates the DoD is serious about conducting cyberspace operations and aligning DoD’s efforts
to better interagency coordination. As described in its mission statement, USCYBERCOM is
“responsible for planning, coordinating, integrating, synchronizing, and directing activities to
operate and defend the DoD information networks and when directed, conduct full-spectrum
military cyberspace operations in order to ensure U.S. and allied freedom of action in
cyberspace, while denying the same to our adversaries.”* Only if directed by the President or
SecDef,** USCYBERCOM may be required to bring its immense capabilities to conduct Cyber-
DSCA in the preparation for or during a sustained cyber attack against CIKR or the GIG. The
National Response Framework (NRF) outlines a tiered process in which incidents are generally
handled at the lowest jurisdictional level and provides a process for a state governor to request
assistance from the President prior to DoD involvement.*!

U.S. Northern Command (USNORTHCOM), U.S. Southern Command, and U.S. Pacific
Command all synchronize, plan, and execute CS missions within the domestic portion of their
respective Area Of Responsibility (AOR).*> These Geographic Combatant Command’s (GCC),
with USSTRATCOM as the supporting command, are responsible for establishing an operational
level framework to respond to natural disasters, pandemics, terrorism, ballistic missiles,
chemical, biological, radiological, and nuclear attacks on the U.S. homeland.** USNORTHCOM
serves as the Combatant Command (COCOM) for Standing Joint Task Force-CS (SJITF-CS),
which is an operational level command that consists of active duty, NG, and Reserve component
personnel from all service branches who are commanded by a federalized NG Officer to provide
DSCA to the designated lead agency.?” In the wake of a hypothetical cyber attack affecting the
power grids of multiple U.S. cities, USNORTHCOM’s SJTF-CS, if directed to support the lead

agency, would be responsible for responding to the physical effects of the cyber attack. This
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USNORTHCOM SJTF-CS model is suitable for USCYBERCOM to apply to its effective
utilization of active, NG, and Reserve component forces and may be flexibly task organized into
multiple rapid response packages to respond to a future cyber conflict.

Dealing with the complexity of cyberspace requires various responses to the threat and
unity of effort in deciding what outcome best serves the interests of the nation. In March 2012,
administration officials, along with the Chairman of the Joint Chiefs of Staff, attempted to
strengthen support for improved procedures in the protection of CIKR by demonstrating to
members of Congress what could happen if a cyber attack shut down the New York City
electrical grid during a hot summer day.*® This scenario serves to paint a frightening picture of
what a major U.S. city would experience during a persistent denial-of-service attack lasting one
week or longer. Medical life-support systems would fail and a devastating impact to the
economy would occur with the closure of the New York Stock Exchange, undoubtedly requiring
a response from the President or SecDef. In the fictional scenario above, USCYBERCOM, in
coordination with the National Security Agency (NSA), could attribute the attack to a specific
threat through cyber due diligence and conduct a retaliatory network attack, or USSTRATCOM
could provide the option to apply a kinetic strike response. As part of the UCG collaborative
environment, other options from entities such as DHS, the Federal Bureau of Investigation (FBI),
state law enforcement or local authorities, or a states NG may also be provided for consideration
in the President’s decision making process.

JP 3-28, Civil Support, describes HD and DSCA missions as separate and distinct, but
some departments have roles and responsibilities that overlap, and the lead and supporting roles
may transition rapidly between organizations.”® This collaborative effort’s synchronization is

also challenged by other organizations conducting additional operations in response to the same
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cyber attack. Similarities can be drawn between the challenges associated with cyber attack
response plans and the Maritime Operations Threat Response (MOTR) process. Research
conducted by the U.S. Naval War College regarding which government agency would respond or
lead the MOTR effort, may best be summed up with the comment, “it depends.”® The study
describes the concerted effort in responding to a threat that can be governed by the following
considerations: advantage to the nation, legal authorities, agency capacity, and capabilities
readily available to preempt or counter the threat.>* The flexible nature of a response plan that
counters a cyber threat addresses many of the same considerations as the MOTR process and
provides for greater alternatives than a “one size fits all” threat response. These alternatives can
provide for a whole-of government approach ranging from doing nothing to conducting a LE
investigation, or conducting a B-2 Bomber strike. As noted above, the response “depends” on
what is most profitable to the nation and what capabilities exist against the threat.
USCYBERCOM, operating under Title 10 authorities (Computer Defense/Attack), in
coordination with the National Security Agency (NSA), operating under Title 50 authorities
(Computer Exploitation/Collection), provides immense capabilities to interagency partners to
properly identify the cyber adversary, submit intervention plans, or conduct operational activities
against adversaries that present an imminent danger to the U.S.>> However, USCYBERCOM’s
precise targeting process and neutralization of specific adversaries may not be the optimal choice
for the President or SecDef in some cases. Other desired end states may include the
investigation and subsequent prosecution of subjects conducting cybercrime or cyberterrorism.
The Federal Bureau of Investigation (FBI), operating under Title 18 authorities, is the lead LE
agency for investigating subjects who conduct domestic cyber attacks.> USCYBERCOM may

be able to send attack code to systematically dismantle a foreign adversary’s capabilities, and
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while this method degrades the adversary’s capabilities, it may eliminate any possibility the FBI
had to develop a case for prosecution. Again, “it depends.”

DOD Support to DHS and the DIB

DHS serves as the lead agency and national focal point for cyber incident management
and coordination during cyber incidents. The National Cyber Incident Response Plan (NCIPR)
was developed according to the principles presented in the NRF and describes how the Nation
responds to Significant Cyber Incidents (SCI) such as the fictional cyber attack scenario on the
New York City electrical grid previously described.> The NCIPR is a guide that provides a
wide-ranging collaborative structure for responding to an attack that is underway or the attacker
that maintains persistence in future attacks against similar targeted platforms. DHS’s National
Cybersecurity and Communications Integration Center (NCCIC), serves as the entity providing
the “central point of coordination for national response efforts and activities regarding significant
cyber incidents.”®

The NCCIC operates in two primary phases: steady-state response and SCI response.
During steady-state operations, the NCCIC actively works with industry owners of CIKR,
whether private sector or state-owned to enhance their cyber security preparedness, risk
assessment and incident response capabilities.®® When a SCI occurs, the NCCIC convenes the
Cyber UCG Incident Management Team (UCG IMT). The Cyber UCG IMT as described in the
NCIPR as a group, “which always includes a senior defense representative, is a pool of senior
officials and staff that represent their department or organization and able to quickly describe
their organizations capacity and commit their organizations resources to assist in the SCI

response.”’ This interagency composition is important because most SCI responses transcend

the authorities, capabilities, and capacity of a single organization. Following the SCI, the
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NCCIC concept of the operations outlines that the Cyber UCG IMT is responsible for the
following: “establishing the incident action plan; ensuring overall coordination of SCI
management and resource activities; facilitating interagency conflict resolution; coordinating
response when multiple cyber events occur; and ensuring that the National Operations Center
receives timely updates on response activities.”*®

The NCCIC and the DoD work in close collaboration during the steady-state and SCls
and share personnel through cross-assignment as outlined in a Memorandum of Agreement
(MOA) between DoD and DHS.> This MOA was subsequently codified into law in the NDAA
of 2012.%° Prior to 2012, a wise leader would have seen this MOA passed into law as necessary,
given the numerous accounts of failures in information sharing amongst government agencies.
Nevertheless, under this MOA, the NSA integrates DHS personnel into its NSA/Central Security
Service Threat Operations Center (NTOC) and the Joint Coordination Element for “joint
operational planning and synchronization in order to promote DHS mission support for HS for

cybersecurity.”®

DHS, as outlined in the MOA, also integrates an NSA Cryptologic Services
Group and a USCYBERCOM Cyber Support Element into the NCCIC for operational
synchronization with the NCIRP.®* This MOA was the forcing function to formalize the
synchronization between DHS and USCYBERCOM operational elements and bridge gaps with
information sharing. Although information-sharing challenges remain, the knitting together of
DHS and DoD operational elements must be materialized and maintained with other agencies as
well. To address these challenges, the aforementioned MOA provides a model for maintaining a
persistent physical presence of integrated analysts and liaison officers within all corresponding

interagency cells. This physical presence, vice a virtual presence, develops relationships and

builds trust in a critical time where unity of effort is the best, if not the only, strategy to precisely
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employ forces.

The challenge still remains with increasing dialogue and information sharing with the
private sector to identify cyber threat signatures, while being cognizant of protecting the civil
liberties of U.S. citizens.®®* The result of these challenges going unaddressed will be to leave
DHS and DoD blind to ongoing cyber attacks and reliant on the private sector being responsible
for reporting the attacks. The NDAA of Fiscal Year 2013, made great strides with levying
reporting requirements over “cleared defense contractors,” which includes a large portion of the
DIB and all private sector entities granted security clearances.®* General Alexander correctly
stated, “I think that’s [NDAA 2013] a step in the right direction, but the issue would be with the
DIB, as they don’t see all the threats coming in all the time and oftentimes the threats that we see
has gotten in [DIB systems] long before. I think we need a total approach.”®

DoD Directive 3020.40 establishes that USCYBERCOM, in coordination with the
Defense Information Systems Agency, who is the defense infrastructure lead agency for the GIG,
collaborates with DIB asset owners and operators to strengthen the security of their networks
through a layered defense approach similar to the NRF. % The main intent of the DIB sector
specific plan, developed in coordination with industry owners of CIKR, is to deter cyber threats
to DIB assets. These sector specific plans ultimately tie directly into the NIPP, and the DoD, as
SSA lead for the DIB, provides input to the Cyber UCG when needed during steady-state
operations or SCI responses. The DoD sector specific plan applies the following guidelines
when providing an active defense to DIB CIKR: “First Level: Asset owners responsible; Second
Level: As threat escalates, local authorities assist asset owners in protection responsibilities;
Third Level: State and Federal LE authorities augment local authorities; Fourth Level: State

Governor may request other Federal assistance or employ NG (Title 32 Authorities) under his
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command and control; and Fifth Level: President employs U.S. military (USCYBERCOM Cyber
Counter Strike) forces to protect DIB assets.”®” These types of guidelines on response may be
applied to other SSA’s in the U.S. Government such as banking and finance or energy.

In March 2013, USCYBERCOM announced plans to field capabilities to conduct three
missions: “defend the nation from attack; support the GCC’s; and defend DoD networks.”®®
USCYBERCOM’s Service Components have hurried the process for actively developing and
training this capacity to effectively meet the aforementioned mission sets. In a groundbreaking
step forward, USCYBERCOM announced the future establishment of cyber teams aligned
against the aforementioned mission sets. This USCYBERCOM initiative is developing the
following forces to array against cyber threats: “a Cyber National Mission Force to defend the
nation; a Cyber Combat Mission Force assigned to the Operational Control (OPCON) of
individual GCC’s; and a Cyber Protection Force to help operate and defend the DoD information
t.”69

environmen

Recommendations and Conclusion

The current operational challenges in cyber homeland defense facing the DoD are
accomplishing the rapid growth necessary to support the expansion of cyber forces and
determining how USCYBERCOM will effectively mission manage their operational activities.
The cyber units mentioned above should be mission managed in a manner that best facilitates
USCYBERCOM’s ability to effectively respond to threats worldwide. It is well known that the
character of cyberspace operational activities transcends the geographic boundaries of the U.S.
and the respective GCC’s AOR. Therefore, it is imperative that USCYBERCOM maintain
COCOM and resourcing over all cyber units while continuing to serve in a supporting role to the

GCC’s for all cyber activities conducted in their respective AOR’s. In David Hathaway’s, “The
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Digital Kasserine Pass,” it is suggested that USCYBERCOM maintain COCOM and be capable
of transferring cyber forces to other AOR’s in support of other contingent operations.’
USNORTHCOM'’s SJTE-CS provides a tested model™ on which to lay a foundation for
establishing a USCYBERCOM SJTF-Cyber responsible for Cyber-DSCA. Under this model,
USCYBERCOM, in coordination with USNORTHCOM, would exercise COCOM over the
SJTF-Cyber Headquarters and select a Service Component to develop and lead this operational
level organization. An operational SJITF-Cyber Headquarters, operating under a general officer,
provides the USCYBERCOM Commander with a full time organization that is operationally
focused on instantaneous SCI response in support of Cyber-DSCA. Additionally, the SITF-
Cyber, not unlike USNORTHCOM’s SJITF-CS, would provide DSCA support to the lead federal
agency, exponentially increase Reserve Component Forces into the framework, and be capable
of operating in multiple Joint Operational Areas. The resourcing of this SITF-Cyber is
challenged by the current limited capacity of USCYBERCOM. Similar to USNORTHCOM,
USCYBERCOM should “mitigate this limited capacity with Reserve Component
augmentation”’? of the SJITF-Cyber. Operational planners at USCYBERCOM should be able to
design force structure models that are easily modified for responding to various SCIs.
USCYBERCOM profits by maintaining an effort to assist in the development of NG
forces and incorporate Reserve component forces in its framework to conduct Cyber-DSCA. In
order to address the challenge of reducing the strain on the services and better array force
capabilities to conduct Cyber-DSCA, the NG and Reserve components should be made more
available to exponentially increase capacity to USCYBERCOM." The U.S. Army’s Cyberspace
Concept Capability Plan describes NG and Reserve personnel as well versed in technical fields

and can be utilized to increase capacity.”* This plan also suggests that NG and Reserve
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Components are better suited to recruit highly skilled Soldiers that are already working in the
civilian industry.” In research conducted by the Air University, an argument was aptly made for
the creation of a “NG Cybersecurity Program that integrates forces, operating in a Title 32 status,
into DHS’s NCCIC, NSA’s NTOC, the FBI, and integrates additional forces into
USCYBERCOM.”" These additional forces serving in this capacity may better free up other
USCYBERCOM operational elements and provide for an absolute force strategy that is more

conducive to protecting against cyber threats to CIKR that are evolutionary and global.
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AOR
CIKR
COCOM
CS
DSCA
DIB
DHS
DOD
FBI
GCC
GIG
HD
IMT
HSPD
JP

LE
MOA
MOTR
NCCIC
NCIPR
NDAA
NG
NIPP
NRF
NSA
NTOC
OPCON
SCI
SCADA
SECDEF
SSA
SITF
UCG
USCYBERCOM
USNORTHCOM
USSTRATCOM
WCIT

Appendix A

List of Acronyms

Area of Responsibility

Critical Infrastructure and Key Resources
Combatant Command

Civil Support

Defense Support of Civil Authorities
Defense Industrial Base

Department of Homeland Security
Department of Defense

Federal Bureau of Investigation
Geographic Combatant Command

Global Information Grid

Homeland Defense

Incident Management Team

Homeland Security Presidential Directive
Joint Publication

Law Enforcement

Memorandum of Agreement

Maritime Operations Threat Response
National Cybersecurity and Communications Integration Center
National Cyber Incident Response Plan
National Defense Authorization Act
National Guard

National Infrastructure Protection Plan
National Response Framework

National Security Agency

National Security Agency Threat Operation Center
Operational Control

Significant Cyber Incident

Supervisory Control and Data Acquisition
Secretary of Defense

Sector Specific Agency

Standing Joint Task Force

Unified Coordination Group

U.S. Cyber Command

U.S. Northern Command

U.S. Strategic Command

World Conference on International Telecommunications
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